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E-Prescribing of Controlled Substances Education

In order to e-Prescribe controlled substances (EPCS) a provider must be set up by Medical Staff
Services and with Okta Verify Multi-factor Authentication. Once the identity proofing process is
complete and EPCS access is granted by Med Staff, complete a one-time Okta Verify self-

enrollment.

Okta Verify Multi-Factor Authentication Self-Enroliment

Use the following steps to enroll in Okta Verify:

Step 1. From your computer sign in

Step 2. Set up Voice Call

Step 3. Type in your phone number

to Okia - Authentication. Click Configure and click Call.

https://commonspiritcorp.okta.com. factor. This step enables you to
Enter your CommonSpirit email and verify your identity by answering a
password. Click Next. phone call and following voice
instructions.
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Step 4. Enter the code received from
the voice call and click Verify.

Step 5. Please carefully review Option
your enrollment:

A and Option B before completing

Option A — Install & Use the Mobile
Okta Verify app. Click Setup under
Okta Verify then proceed to step 6.

Option B — (Mot Recommended) No
App install and use Voice Call. Click
Finish to complete your enrollment if
you only want to receive a phone call.
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Step 6. On your computer, set up
Okta Venfy (maobile app). Click
Configure factor.

This step enables you to verify your
identity by accepting a "push
notification” that appears on the Ckta
Venfy mobile app on your phone.

Step 7. Select the type of phone you
have. Click Next.

Step 8. Download the Okta Verify
app. Open the app store on your
mobile device and download Okta
Verify.
iPhone (Apple)
Okta Venfy in the Apple App Store
Android (Google)
Okta Venfy in Google Play

Setup Okta Verify
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Step 9. Open the Okta Verify app
and tap on the plus sign (+).

Allow notifications and access to
the camera. You will need your
camera to scan a QR Code.

Step 10. Tap Organization to choose
account type.

Step 11. Tap Scan a QR Code to
continue.
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Verify To Continue
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Step 12. Point your phone camera
at the QR code displayed on your
work computer.

Step 13 Done! You have
successfully implemented Okta
Verify. The next time you log in,
you will be able to send a "Push"
prompt to the Okta Verify app on

your phone |

Contact the Help Desk
(866)-236-0441 with
any Okta Verify
enrollment issues.

EPCS
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1. Enter the prescription details as appropriate - To e-prescribe, click Accept.
X Cancel

1. Dosing/indecations 2. Contraindications 3. Drug Interaction -~
4, Adwerss Eff
OXYCODONE 5 MG TABLET.ORAL ONLY (NOT FEEDING TUBES)

-

ity Dose: (3¢ mg of opivid

aximum daily dose could not be verified. Check that you have chosen the correct dose and unit.
Maxamum MM

Maimum Dai

Oral

Every & hours PRN

Cloo not send renewal requests 1o me
Cloispense As Written

CoxyCoDONE HeL

E-Prescribing a Controlled Substance

Follow the steps below for prescription ordering in Epic:

acts 5. Formulary Info 6. Med Counselor Sheet(s)

i o] Use Free Text  Taper/Ramp  Combination Dosage

AE /Dy 45 MME/Day for this oroer (Unknown (a1 least 125 MME,Day) for signed and unsigned orders)

First Filk 62002023

Take 5 g of opicid by meuth once every 4 (four) hours a3 nesded. Max Daily Amount: 30 mg of opieid

By ae @Ee B = =48
Normal Print Phone in No Print Samphe Print to Fax

—!/ Aaccept | X Lancel

2. Verify the preferred pharmacy with the patient - Click SIGN ORDERS.

(@)Dx Association & Edit Multiple Options ¥ [l

@ This p

11 After Visit
oxyCODOMNE 5 mg tablet, oral only
Og Take 5 mg of opicid by mouth once every 4 (four) hours as needed.
Max Daily Amount: 30 mg of opioid
Mormal,
Maximum MME/Day: 45 MME/Day for this order

® Maximumn daily dose could not be verified. Check that you have chosen the correct
dose and unit.

R CarePlus (CVS Specialty) #2909 - Birmingham, AL - 1521 4th Avenue
South & 800-598-8053

atient has active treatment/therapy plans.

Disp-30 tablet, R-0

432l + SIGN ORDERS (1) I
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3. Complete the Review of Controlled Medications for E-Prescribing = Click Individual DEA # speed
button to complete DEA Number field - After confirming all data is accurate and complete - Check
the box next to the medication name to indicate that the prescription is ready for signing = Click Sign.

Fleview of Controfled Medications for E-Presenbing
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@ Review Instructions

x

Ondared O &20/2023
|

Reviewing the specific details, inchuding provider and patient information, of each controlied medication order i required by the DEA. After confirming all data is
sccurate and complete, mark sach medication a3 Reviewed to indicate that the prescription is ready for signang.

Frowider  Sleh Epcs Md, MD

6769 LAKE WOODLANDS DR STE E The Woodlands TX 7T282-2771 United States of Amenica

DEA Numbar |FRO4T2T20 Indlividisal DEA #: FRO Taxas: FROAT2T20
Aewewed Schedule || Mecheation ) Dispenze-Retil Eadliest Fil Date
¥  o=yCODONE-acstaminophen 10 Take 1 tablet by mouth every 6 (six) hours as needed for Pain. Max Daily Amount: 4 Disp-20tablet  6/20/2023
mg-325 mg tablet (Percocet tablets R0

gy completing the two-factor authentication protocol 3t this time, you are legally signing The prescripion(s] and authornizing the ransmission of the above

infarmation to the pharmady for d

number sppaar sbove

ing. The two-fact h ion pretocal may only be completed by the practitioner whese name and DEA registration

[% o Sign * Cancel
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4. To complete user authentication - Enter your Epic Password and click OK.

@Smim, Peggy

@ Review Instructions

Ordered On: 6/20/2022

Raviewing the spacific details, including provider and patient informaticon, of sach controlled medication order is required by the DEA. Aftar confirming all data s
accurate and complete, mark £ach M .., auhentication

Provider - Sleh Epcs Md, MD
6769 LAKE WOODLAMDS (J

be: FRO4T2T20
User Authentication

| B oac p Peggy

I 5y completing the two-factor authen SREEGG—— ¥ i OO . . ;1 csicn o the sbove
information Lo the phatmacy for dispensing. The tmo-factor authentication protocal may orly be completed by the practilioner whose name and DEA registration
rumber sppear above.

o Sign X Cancel

5. To authenticate click Send Push —> Click "Yes, its me." - Match the number on screen with the
number on your phone. Once authenticated, your order(s) will be signed.

& Oiaa Widger

@ Okta Widget
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Verify the Sign-in Attempt

Okta Verify (Sheila’s iPhone)

- Okta Verify (Sheila's iPhane)

Send Push

iy

Back te Sign in Dotads

5a. If using the alternate method "Enter Code" to authenticate - go to the Okta Verify app -

retrieve your code and enter it in the box on your PC screen. Once authenticated, your
order(s) will be signed.

% @ Okt Widget b

10:51 AM

okta Verify

commonspiritcorp.okta.com 3

employee.name@CommonSpirit.org

123 456

Okta Verify (Sheila’s iPhone) Okta Verify [Sheila’s iPhone)

&

Enter Code

Enter Code

402707 Verify

In the Okta Verify App on your mobile
device

NOTE: the code refreshes every 30 seconds. Enter in a code that
recently refreshed to authenticate successfully. Entering in a code
that is no longer active, will result in a failure of authentication.




